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1
Decision/action requested

This contribution proposes a new key issue on the procedure of negotiating capabilities a mobile network can offer.
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Rationale





Operators may offer customised services through Management Exposure Interface [1][2]. The main objective of this key issue is to negotiate the security aspects of the services may be offered. 
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Detailed proposal
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***
BEGIN CHANGES
***

5
Key issues
5.X
Key Issue #X: Insecure procedure for capability negotiation 
5.X.1
Key issue details

Operators may offer customised services as described under Network Slice as a Service (NSaaS) in TS28.530 [1]. These services are offered based on the operator network containing the network slice. Depending on the service offered, the communication service customer may desire specific network slice characteristics, and would like to manage the network slice. 
The services or network slice characteristics identified in TS28.530 [1] include radio access technology, bandwidth, latency, reliability, guaranteed/non-guaranteed QoS, security level etc. It should be possible for these items to be securely negotiable in a standardized way. 
The objective of this key issue is to secure the negotiation procedure and standardize the security procedure. 
5.X.2  Security threats
If the network slice negotiation procedures are not secured in a standardized way, the slice management may be subject to malicious attackes, e.g. man-in-the middle (MitM) attacks to modify and downgrade the slice capabilities. 

5.X.3
Potential Security requirements


· the negotiation procedure shall be authenticated
· the negotiation procedure shall be integrity protected
· the negotiation procedure shall be replay protected
· the negotiation procedure shall be confidentiality protected
· access to the network management interface shall be authorised
***
END OF CHANGES
***
